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A B S T R A C T

This paper describes a new method for detecting pump-and-dump (P&D) schemes in cryptocurrency markets, an important cyberse-

curity problem because of the large financial losses suffered by investors as a result of market manipulation and cyber-enabled attacks.

Current P&D detection methods often fail to keep pace with changing manipulation strategies, particularly because transaction

data are highly imbalanced. This study proposes a hybrid approach that combines generative adversarial networks (GANs) and

TabNet to address these limitations. In the proposed framework, a GAN variant, SmoteGAN, is used to create synthetic P&D

transaction samples and augment the original training data for the TabNet classification model. This mitigates class imbalance and

allows TabNet to learn feature relationships sequentially through its attention mechanism. Evaluation on 25-second intervals of

cryptocurrency P&D transaction data shows that the developed model achieved a precision of 98%, recall of 83% and F1-score of

90%, outperforming several existing state-of-the-art methods for detecting pump-and-dump schemes. The findings provide a hybrid

method for improving cybersecurity in cryptocurrency markets by enhancing the detection of market manipulation and supporting a

safer trading environment.

Keywords: Cryptocurrency fraud detection, Pump-and-dump schemes, SmoteGAN augmentation, TabNet.

DOI:10.61298/pnspsc.2026.3.257

➞ 2026 The Author(s). Production and Hosting by FLAYOO Publishing House LTD on Behalf of the Nigerian Society of Physical Sciences (NSPS). Peer review under the responsibility of

NSPS. This is an open access article under the terms of the Creative Commons Attribution 4.0 International license. Further distribution of this work must maintain attribution to the

author(s) and the published article’s title, journal citation, and DOI.

1. INTRODUCTION

The rise of cryptocurrencies, which are viewed as a potential

game changer for global finance, has also led to a significant

increase in sophisticated financial crimes that exploit the de-

centralized and pseudonymous features of blockchain ecosys-

tems [1]. Many of these criminal activities involve pump-and-

dump (P&D) schemes, which have long been used in traditional

markets. The characteristics of cryptocurrency markets, includ-

∗Corresponding Author Tel. No.: +234-816-6046-507.

ing volatility, regulatory arbitrage and information asymmetry,

have enabled criminals to use P&D schemes to defraud investors

[2, 3]. In these schemes, criminals create hype around a particu-

lar cryptocurrency and artificially inflate its price before selling

their holdings, resulting in large losses for retail investors and

reduced confidence in the cryptocurrency market [4, 5].

Despite their socioeconomic impact, P&D schemes are dif-

ficult for law enforcement agencies to detect because perpetra-

tors rapidly change their strategies, labelled data are scarce and

transaction patterns in decentralized marketplaces are difficult

to model accurately [6]. Traditional fraud-detection methods,
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such as rule-based systems and shallow statistical models, have

had limited success because they cannot easily adapt to chang-

ing fraud strategies and often fail to model nonlinear relation-

ships in high-dimensional cryptocurrency data [7, 8]. Machine

learning (ML) techniques may detect subtle signals of P&D ma-

nipulation, but existing ML approaches remain limited by class

imbalance, weak generalizability across cryptocurrencies and in-

adequate handling of tabular transaction data [7, 9].

To address these limitations, this study proposes a hybrid ap-

proach that combines synthetic data augmentation using Smote-

GAN [10] with TabNet [11], a deep learning architecture de-

signed for tabular data. The approach generates high-fidelity

synthetic P&D samples to reduce data imbalance and uses Tab-

Net’s attention-based feature selection and interpretability to im-

prove detection performance. To develop and validate the pro-

posed model, the study uses historical cryptocurrency transac-

tions and confirmed P&D events [12, 13]. The three main ob-

jectives are to: (1) demonstrate the effectiveness of SmoteGAN

in generating realistic synthetic P&D data; (2) combine GAN-

augmented data with TabNet to enhance detection performance;

and (3) evaluate themodel against benchmarkmethods using pre-

cision, recall and F1-score.

The improved model can provide regulators with a scalable

tool for market surveillance and can support proactive risk miti-

gation by investors. This study also contributes to financial fraud

detection research by demonstrating the value of GAN-based

synthetic financial data generation and the usefulness of TabNet

for modelling complex tabular relationships. The adaptability of

the method suggests possible extension to other assets vulnera-

ble to manipulation, such as decentralized finance (DeFi) tokens

and non-fungible tokens (NFTs) [14].

2. LITERATURE REVIEW

P&D schemes have been present for a long time in traditional

finance, and they have become an increasing concern in cryp-

tocurrency markets. A P&D scheme occurs when an individual

or group artificially increases the price of a cryptocurrency by

disseminating false information and hype to stimulate buying in-

terest, then sells its position at the inflated price, leaving other

purchasers with the loss [4]. As shown in Figure 1, unsuspecting

investors who buy at or near the peak may experience substantial

losses when the scheme ends [2].

Generally, a P&D scheme occurs in three stages [2]. First, the

organisers accumulate a large position in a particular cryptocur-

rency, typically an illiquid and low-cost asset, without attracting

attention. Next, during the pump phase, they disseminate misin-

formation, hype and false promises through social media, forums

and private messaging platforms to create demand and increase

the asset price. Finally, during the dump phase, the organisers

sell their holdings at the inflated price. The resulting selling pres-

sure causes the price to collapse, and investors who purchased at

inflated prices suffer substantial losses.

A typical cryptocurrency P&D scheme is illustrated in Fig-

ure 1. During the accumulation period, the perpetrator estab-

lishes a large position in a target cryptocurrency by acquiring a

large amount at a low price while minimizing exposure to price

movements. In the second stage, false and misleading informa-

tion is disseminated through social media and online forums to

influence new investors and encourage large purchases. This

buying pressure quickly increases the price and builds momen-

tum. In the final stage, the perpetrator sells the cryptocurrency at

the inflated price to new or existing investors, and the resulting

selling pressure causes the price to fall sharply.

The rapid rise in P&D schemes in cryptocurrency markets can

be attributed to several market limitations. The marketplace is

still developing, and many governments and regulatory bodies

do not have clearly defined or consistent frameworks for regulat-

ing cryptocurrencies and related businesses [1]. P&D schemes

exploit the volatility of cryptocurrency prices and the extent to

which trades and price fluctuations may be driven by specula-

tion or social media popularity [14]. As shown in Figure 2, so-

cial media platforms such as Telegram are often used to coordi-

nate promotional activity around low-market-cap cryptocurren-

cies. The pseudonymity of cryptocurrency transactions and the

decentralized nature of many exchanges also make it difficult for

law enforcement agencies to identify and prosecute perpetrators

[15]. P&D schemes create downside risk for investors, especially

new investors, and may reduce trust in the cryptocurrency market

[16].

2.1. TRADITIONAL DETECTION METHODS

Conventional methods for detecting P&D activity in financial

markets are primarily rule-based, statistical or based on technical

indicators. Rule-based systems generate alerts using predefined

parameters, such as sudden spikes in trading volume [13]. Sta-

tistical analysis is used to determine whether anomalous trading

behaviour has occurred [17, 18]. Technical indicators, such as

themoving average convergence/divergence and relative strength

index, can also assist in identifying suspicious activity, although

they are often better suited to longer-term cryptocurrency trends

than to short-lived P&D activity [19].

These traditional methods face major challenges in cryptocur-

rency markets. High volatility can produce many false-positive

alerts [8]. Rule-based systems may be evaded by perpetrators

who adapt their strategies to avoid detection [2]. Statistical meth-

ods may also fail to capture the complex interactions amongmar-

ket forces surrounding P&D events [20]. These limitations mo-

tivate the development of more sophisticated approaches, espe-

cially machine learning methods for cryptocurrency P&D detec-

tion.

2.2. MACHINE LEARNING TECHNIQUES

Because of the limitations of existing detection methods, there

is increasing interest in using ML techniques to identify com-

plex patterns and anomalies in cryptocurrency data [21]. Super-

vised learning uses labelled datasets for model training and clas-

sification [22]. Unsupervised learning, including clustering and

anomaly detection, can identify anomalous patterns without la-

belled data [23], although it is prone to false positives. Semi-

supervised learning combines labelled and unlabelled datasets

for modelling.

Several studies have evaluated ML models such as random

forests, k-nearest neighbours and decision trees for identifying

P&D schemes in cryptocurrencies, with random forest meth-

ods showing promising results [24]. Other studies have exam-

ined logistic regression, random forest and AdaBoost at different
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Figure 1. The three phases of pump-and-dump events [2].

Figure 2. Images of a Telegram P&D group: (a) getting ready for announcement and (b) countdown [23].

temporal scales to improve true-positive rates and reduce false-

positive rates [7]. Deep learning techniques such as convolu-

tional long short-term memory (C-LSTM) and Anomaly Trans-

former models have also outperformed traditional ML and statis-

tical methods by capturing long- and short-term dependencies in

P&D time-series data [25]. The integration of social media sig-

nals, including sentiment and tweet volume, has also improved

detection accuracy in some models [26]. Nevertheless, class im-

balance remains a major challenge because legitimate transac-

tions substantially outnumber manipulative events [7]. Other key

issues include feature selection, optimal analysis-window length

and generalizability across cryptocurrencies.

2.3. SYNTHETIC DATA AUGMENTATION FOR IMBALANCED

DATA

Class imbalance is a widespread problem in P&D detection.

Models trained on imbalanced datasets may show high accuracy

but low F1-scores because they fail to identify a sufficient num-

ber of minority-class P&D events. To address this problem, re-

searchers have considered synthetic data generation methods to

balance class distributions and improve model performance.

Common resampling methods include random undersampling

(RUS), random oversampling (ROS), the synthetic minority

oversampling technique (SMOTE) and random oversampling ex-

amples (ROSE). RUS reduces the number of majority-class sam-

ples, ROS replicates minority-class samples, SMOTE uses inter-

polation to generate synthetic minority-class samples and ROSE

combines aspects of the other approaches. These methods are

illustrated in Figures 3–5. Although they can improve model

performance, they have limitations. RUS may discard useful in-

formation, ROS may increase noise and outlier influence, and

SMOTE may perform poorly when minority-class samples are

close to majority-class samples [27, 28]. Recent studies also

show that class rebalancing can reduce performance or distort

model interpretation in some settings [29, 30]. These limitations

justify the exploration of advanced generative methods.

2.4. RELATED WORKS

Recent literature on P&D detection can be grouped into three

main approaches: traditional ML techniques, imbalanced-data

methodologies and deep learning methods. Ensemble methods,

especially random forest (RF) and XGBoost, have been success-
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Figure 3. Random undersampling approach [28].

Figure 4. Random oversampling approach [28].

Figure 5. Generation of synthetic examples using SMOTE [27].

ful in supervised ML approaches. La Morgia et al. [4, 11] pro-

vided a baseline benchmark by monitoring Telegram groups for

three years and detecting about 900 events. Their RF model

identified schemes using 15-second chunks and achieved a preci-

sion of 91.3%, recall of 84.4% and F1-score of 87.7% based on

five-fold cross-validation. Building on this work, Alfano et al.

[26] showed that combining social media and financial features

improved performance; their RF model on 25-second chunks

achieved a precision of 97.6%, recall of 94.3% and F1-score of

95.9%.

Other studies have focused on different markets and time pe-

riods. Victor and Hagemann [6] used XGBoost on Binance and

Telegram data and reported an area under the curve of 0.995, al-

though their approach focused on known patterns and did not

optimize chunk sizes for early P&D detection. Shao [24] used

bagging and stacking with RF for Dogecoin P&D activity during

the COVID-19 pandemic and reported 99% test accuracy and an

F1-score of 84%. However, restricting the study to one asset lim-

its generalization and may increase overfitting risk.

Class imbalance remains a central challenge because normal

trades greatly outnumber anomalous pumping events. Tradi-

tional balancing methods have produced inconsistent results.

Fantazzini and Xiao [7] found that threshold-probability adjust-

ment on the original imbalanced dataset produced superior per-

formance in some cases, with 99% area under the curve and a

72% F1-score using 30-second chunks. Xu and Livshits [20] ad-

dressed imbalance by adjusting normal-data volumes in RF and

generalized linear models, achieving 94% area under the curve.

Victor and Hagemann [6] reduced imbalance effects through ten-

fold cross-validation on a reduced dataset.

Standard oversampling methods such as SMOTE and ROSE

often provide little advantage and may reduce performance, in-

dicating the need for more powerful augmentation techniques.

Deep learning methods remain underused, despite their suitabil-

ity for complex sequential data. Chadalapaka et al. [25] ap-

plied Anomaly Transformer and C-LSTMmodels to the LaMor-

gia dataset. The Anomaly Transformer achieved a precision of

88.4% and an F1-score of 89.2% on 25-second chunks, while

the C-LSTM model achieved 94.2% precision and an F1-score

of 89.3%. Market and social signals have also been used to sup-

port P&D detection [31].

Two gaps remain. First, traditional resampling techniques are

common, but there is limited research on using advanced gener-

ative models, especially GANs, to create realistic minority-class

instances for P&D detection. Second, deep learning models de-

signed specifically for high-dimensional tabular cryptocurrency

trading data, such as TabNet, have not been extensively explored.

This study addresses these gaps by using GAN-based augmen-

tation and TabNet to establish new benchmarks against ML [11]

and deep learning [25] methods.

3. RESEARCH METHODOLOGY

The methodology of this research is shown in Figure 6. It de-

scribes the process by which data are collected, preprocessed,

augmented with GANs, used to build the TabNet model and eval-

uated.

3.1. INPUT DATASET

The raw transaction dataset used in this research comes from the

Binance cryptocurrency exchange andwas derived from the anal-

ysis of La Morgia et al. [11] and Chadalapaka et al. [25]. It

consists of documented P&D operations conducted on various

cryptocurrency exchanges through public instant-messaging ap-

plications such as Telegram [25]. La Morgia et al. [11] collected

the dataset from P&D-operated Telegram groups by recording

the timestamps of official pump signals released by group ad-

ministrators over a two-year period. These timestamps were then

matched with Binance API data, and transaction data were col-

lected for all pumped cryptocurrencies within one week before

and after each pump event. This process produced a dataset con-

taining 343 P&D occurrences [25].

After gathering the data, the authors created three aggregated

datasets from the raw transaction data. Each aggregated dataset

contains 15 features, as shown in Table 1. This study uses the

25-second chunk size of the transaction data.
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Figure 6. Research methodology workflow.

Table 1. Dataset features.

S/N Feature Type Description

1 Date String Date of the chunk

2 HourSin, HourCos, MinuteSin, MinuteCos Float Positional encoding of the hour and minute

3 PumpIndex Integer Index of the pump

4 Symbol String Cryptocurrency symbol

5 StdRushOrder, AvgRushOrder Float Standard deviation and average percent change of rush orders

6 StdTrades Float Standard deviation of trades

7 StdVolume, AvgVolume Float Standard deviation and average percent change of volume

8 StdPrice, AvgPrice, AvgPriceMax Float Standard deviation, average percent change and average maximum percent change of price

3.2. DATA PREPROCESSING

After data collection, a preprocessing pipeline was created to

make the data suitable for model training. Three transformations

were applied. First, the Symbol feature was converted to a nu-

merical representation using label encoding. Second, the Date

feature was removed because it was redundant with other time-

based features. Third, all numerical features were normalized to

provide a consistent scale. This step is important because some

algorithms, including neural networks and support vector ma-

chines, are sensitive to feature scaling and may assign excessive

weight to variables with larger numerical ranges.

3.3. DATA SPLITTING

The preprocessed data were divided so that resampling and train-

ing were performed only on the training portion. The splitting

strategy is shown in Figure 7. Before training, the model checks

whether the data are balanced; when imbalance is detected, the

training data are resampled.

3.4. DATA AUGMENTATION WITH GENERATIVE ADVERSARIAL

NETWORKS

This study used the SmoteGAN architecture to address the inher-

ent imbalance in the cryptocurrency P&D dataset. The purpose

was to create realistic artificial P&D samples, increase training-

set diversity and improve themodel’s ability to identify rare P&D

events. GANs are generative models comprising a generator and

a discriminator. Standard GANs produce artificial data, condi-

tional GANs generate data based on predetermined labels and

Wasserstein GANs improve training stability and output quality.

SmoteGAN upsamples the minority class using SMOTE when

creating artificial training samples [32, 33]. The GAN architec-

ture is shown in Figure 8.
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Figure 7. Train/test splitting strategy.

A discriminator D and a generator G form the two main com-

ponents of the GAN architecture. The generator creates artifi-

cial P&D samples by mapping a latent-space vector z to the data

space. It can be expressed as

G(z; θG), (1)

where θG represents the generator parameters. The discriminator

is a binary classifier that differentiates between generated and

real samples. It can be expressed as

D(x; θD), (2)

where θD indicates the discriminator parameters.

The generator and discriminator compete in an adversarial

training procedure. During training, D is optimized to maximize

the likelihood of correctly identifying generated and real data,

while G is optimized to minimize

log (1 − D(G(z))) . (3)

After training, G is used to generate new synthetic samples of

the minority class by entering random noise vectors z into the

generator. The basic dataset and the synthetic samples produced

by SmoteGAN are then combined to form an augmented dataset

with a more balanced class distribution. Similar to SMOTE, this

method addresses class imbalance by producing realistic syn-

thetic samples of P&D events.

3.5. BUILDING THE TABNET MODEL ON THE AUGMENTED

DATASET

TabNet is a deep learning model developed for tabular data,

such as cryptocurrency P&D events, and combines interpretabil-

ity similar to decision-tree methods with the predictive power of

neural networks. TabNet [10] was applied because it can model

complex financial prediction problems through sequential atten-

tion processes that select relevant features along the algorithmic

path. As shown in Figure 9, TabNet uses three main architectural

Table 2. TabNet hyperparameters used.

Hyperparameter Value

Number of decision steps 3

Feature dimension 8

Attention dimension 8

Number of independent GLU layers 2

Number of shared GLU layers 2

Learning rate 2 × 10−2

Batch size 512

Virtual batch size 128

Optimizer Adam

Learning-rate scheduler StepLR

Step size 4

Gamma 0.9

components: a feature transformer for nonlinear transformation,

an attentive transformer for determining feature focus and feature

masking for sparse feature selection. These components improve

interpretation and reduce overfitting. The model was trained on

the augmented sample to address class imbalance in the original

data.

3.6. MODEL CONFIGURATION

The TabNet hyperparameters used in this study are presented in

Table 2. They include the number of decision steps, feature and

attention dimensions, numbers of independent and shared gated

linear unit (GLU) layers, learning rate and batch size.

The TabNet hyperparameters in Table 2 were determined

through systematic tuning using a validation split of the train-

ing data. A grid search was performed over key parameters, in-

cluding the number of decision steps (2–5), feature and atten-

tion dimensions (4–16) and learning rate (10−3–10−1). The final

configuration—three decision steps, feature and attention dimen-

sions of eight and a learning rate of 2 × 10−2—was selected by

maximizing the F1-score on the validation set while maintaining

training stability and avoiding overfitting. The remaining hyper-

parameters, including the number of GLU layers, batch size and

learning-rate scheduler, were adopted from the original TabNet

implementation and refined through empirical validation to en-

sure convergence and generalization on the augmented dataset.

The TabNet training procedure can be summarized as follows.

The model is initialized with the specified configuration. For

each epoch, the model performs a forward pass to generate batch

predictions, a backward pass to compute gradients and update

parameters, learning-rate updating through the StepLR sched-

uler and validation based on balanced accuracy. Training was

performed with a maximum of 50 epochs and an early-stopping

criterion of 10 epochs based on balanced accuracy.

3.7. MODEL EVALUATION

After training, the TabNet model was assessed using several met-

rics, as shown in Table 3.
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Figure 8. Generative adversarial network architecture.

Figure 9. TabNet architecture [10].

Table 3. Evaluation metrics.

Metric Formula Description

Precision TP/(TP + FP) Percentage of positive forecasts that are actually positive

Recall (sensitivity) TP/(TP + FN) Percentage of true positives correctly predicted as positive

F1-score 2(precision × recall)/(precision + recall) Harmonic mean of precision and recall

Overall accuracy (TP + TN)/(TP + TN + FP + FN) Percentage of accurate forecasts

In Table 3, TP denotes true positive, TN denotes true negative,

FP denotes false positive and FN denotes false negative.

4. RESULTS AND DISCUSSION

This section presents and discusses the findings obtained us-

ing the SmoteGAN method and TabNet model to identify P&D

events. The results are examined in relation to the research ob-

jectives and previous studies.

4.1. DATA AUGMENTATION RESULTS

The SmoteGAN method produced additional synthetic P&D

samples for the minority class to balance the training data and

produce a more even class distribution. As shown in Figure 10,

the quality of the generated samples was assessed based on their

distributional similarity to the initial minority-class samples. The

similarity demonstrates that the SmoteGAN-generated samples

support the original P&D sample distribution and indicates the

effectiveness of the technique in producing realistic synthetic

data.

4.2. TABNET MODEL PERFORMANCE

Compared with the baseline model trained on the imbalanced

dataset, the TabNet model trained on the SmoteGAN-augmented

dataset showed a notable improvement in P&D event detection.

The results in Table 4 show that SmoteGAN and TabNet jointly

addressed class imbalance and improved detection performance.

The integration of SmoteGAN with TabNet substantially im-

proved model performance for P&D schemes across several met-

rics. Recall increased from 0.52 to 0.83, indicating that the
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Figure 10. Distribution comparison of original and GAN-generated samples.

Table 4. Classification performance comparison.

Metric Baseline model SmoteGAN + TabNet

Accuracy 0.9985 0.9998

Precision (P&D class) 1.00 0.98

Recall (P&D class) 0.52 0.83

F1-score (P&D class) 0.69 0.90

Figure 11. Confusion matrix for the proposed model.

model identified more actual P&D events. Although precision

decreased slightly from 1.00 to 0.98, the F1-score increased from

0.69 to 0.90, showing a better balance between false positives and

true positives.

The confusion matrix in Figure 11 shows the model’s abil-

ity to identify P&D schemes. From 96,432 cryptocurrency ex-

change transactions, the model correctly classified 96,368 legiti-

mate transactions as non-fraudulent true negatives and identified

52 anomalous P&D transactions as true positives. Misclassifi-

cations were low: one normal transaction was classified as an

anomaly, and 11 P&D transactions were not detected. These re-

sults indicate that the proposed model can distinguish between

legitimate transactions and P&D schemes in the cryptocurrency

network with high overall accuracy.

4.3. MODEL VALIDATION AND INTERPRETATION

The SmoteGAN + TabNet model was tested on normal trans-

actions and hidden P&D examples. Figure 12 shows one nor-

mal transaction example, including input features, the true la-

bel (Normal), the predicted label and the predicted class proba-

bilities. The model correctly classified this example as Normal

with a probability exceeding 99%. This high confidence indi-

cates that the model can identify legitimate transactions while

reducing false alarms in practical P&D detection settings.

One P&D instance tested by the model is shown in Figure 13.

The true label (Fraud) aligned with the model prediction, indi-

cating that the model can detect subtle but important anomalies

in the minority class. The model assigned probabilities close to

100% to the P&D label, indicating successful separation between

the two classes.

The successful identification of both classes suggests that

P&D schemes produce measurable high-intensity signals. Fea-

tures 2–7 were the most important for classification, which is

consistent with established indicators of market manipulation.

This suggests limited overlap in the decision boundary between

classes. TabNet’s built-in feature-selection capability also pro-

vided transparency by highlighting economically meaningful in-

dicators, such as volatility spikes, as key classification drivers,

which is valuable for regulatory applications.
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Figure 12. Simulation of a sample of normal transactions from unseen data.

Figure 13. Simulation example of P&D transactions from unseen data.

Table 5. Comparison with previous studies using three performancemetrics.

Study Method Precision Recall F1-score

Current study SmoteGAN + TabNet 98% 83% 90%

Chadalapaka et al. [25] C-LSTM 94% 85% 89.3%

Chadalapaka et al. [25] Anomaly Transformer 88% 90% 89.2%

La Morgia et al. [11] Random forest 95% 84% 88.8%

4.4. COMPARISON WITH PREVIOUS STUDIES

The performance of the proposed SmoteGAN + TabNet model

was compared with previously published methods for identify-

ing P&D events. The comparison used precision, recall and F1-

score, as shown in Table 5.

Based on Table 5, the SmoteGAN + TabNet model achieved

the strongest overall performance among the compared methods,

with 98%precision and a 90%F1-score. TheC-LSTM,Anomaly

Transformer and random forest models did not exceed the pro-

posed model in F1-score. Although the proposed model’s recall

of 83% was slightly lower than that of the Anomaly Transformer

(90%), its precision–recall balance, as reflected in the F1-score,

confirms its usefulness for addressing class imbalance and de-

tecting P&D events. The high precision also indicates that the

model substantially reduced false-positive detections, which is

important for real-time applications where false alarms must be

minimized.

5. CONCLUSION AND FUTURE WORK

This research addressed the challenge of detecting P&D schemes

in cryptocurrency markets under extreme class imbalance and

complex transaction patterns. The results support the use of

SmoteGAN for synthetic data generation with TabNet’s inter-

pretable deep learning architecture. First, SmoteGAN produced

385,662 P&D instances from 63 original instances. By signifi-

cantly increasing the size, diversity and representativeness of the

training dataset, this augmentation improved recall from 0.52 to

0.83 and the F1-score from 0.69 to 0.90 for P&D detection. Sec-

ond, the model achieved 98% precision and a 90% F1-score and

outperformed existing techniques, including C-LSTM (94% pre-

cision and 89.3% F1-score) and random forest (95% precision

and 88.8% F1-score). Third, the model exceeded 99% confi-

dence for P&D predictions and demonstrated its ability to distin-

guish subtle and critical fraud signals, especially those associated

with price volatility and trading anomalies.

The interpretability of TabNet is also useful because it high-

lights features that support the analytical comparison and eval-

uation of trading-volume spikes and price anomalies. Investors

and regulators can therefore use the model to support the inves-

tigation of potentially unethical P&D schemes.

Several limitations remain. The current evaluation was based

on previously collected data and does not demonstrate real-time

performance. In addition, the validation used a limited set of

cryptocurrencies and 25-second data intervals, so the results may

not generalize to all digital assets or shorter temporal intervals

such as 5- or 15-second windows. Future research should evalu-

ate themodel in real-time settings acrossmultiple cryptocurrency

marketplaces and integrate temporal indicators that capture the

evolving nature of P&D schemes. Another area for development

is to combine TabNet with graph-based or temporal models to

improve detection effectiveness. The accuracy and utility of syn-

thetic data should also be further evaluated for economic validity

and potential bias using larger historical datasets.
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